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Nuclear power provides low-carbon, dispatchable power in large quantities. It has the potential to
contribute significantly to achieving the goals of the Paris Agreement.! At the 28™ Conference of the
Parties to the UN Framework Convention on Climate Change (COP28) in December 2023, 25
countries pledged to triple their nuclear power capacity by mid-century.

Meeting this pledge will be a challenge. High costs, public opposition and other factors have limited
the growth of nuclear power for decades. Indeed in 2023, nuclear power output globally was two
percent below its 2006 peak.? China leads the world in new nuclear power capacity but has added
only 2—3 GW per year—a stark contrast with the 210 GW of new solar power capacity added in China
last year.3 Japan has reopened only 12 of the 53 reactors that were operating before the 2011
Fukushima accident.* New nuclear reactors recently opened in the United States for the first time in
eight years.” Germany has closed its last reactors, and Spain may soon follow.2® France—which leads
the world in the percentage of nuclear power on the electric grid—has seen extensive delays and
cost overruns in constructing a new reactor type (the European Pressurized Reactor) and may
replace some nuclear reactors with solar and wind power.” Many developing countries aspire to
nuclear power but lack the resources, and the political situation in many developed countries
remains murky. All this taken together has resulted in the global share of primary energy that comes
from nuclear sources remaining flat at about nine percent in the last few years.?

If nuclear power is going to make a bigger contribution to the world’s growing energy needs, the
industry will need to reduce the time and cost required to build new reactors and to optimize
operations of legacy reactors and new models. One way to accomplish this goal is to harness
technological improvements from outside the nuclear industry, such as artificial intelligence (Al).°

Al could raise the productivity of
reactors already in service, increasing
their annual hours of operation. It
could reduce the amount of uranium
enrichment these reactors require, cut
the volume of nuclear waste they
produce and assist in evaluations
needed to extend their lives. Al could
also cut the cost of electricity
produced by new reactors by
optimizing the design of their cores.
Proponents are hopeful that Al could
shorten the time needed to license
new reactors, reduce the staffing
requirements for those reactors and
eliminate unnecessary radiation
exposure to plant staff.

Figure 10-1. Boiling water reactors at the Enrico Fermi Nuclear
Plant in Newport, Michigan, USA.8
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Al could be a key part of a “faster/better/cheaper” approach.

But there are barriers to these potential contributions. One is that existing nuclear plants are largely
analog and create far less data than digitized industries do. Also many nuclear databases are
proprietary and may not be in a usable form. In addition, regulators are quite conservative about
incorporating new tools into nuclear design and operations. (These problems are related. One reason
legacy reactors in the United States do not have large databases of their performance is that the US
Nuclear Regulatory Commission (NRC) has held back licensees’ efforts to digitize controls.)

Al is a fast-moving technology; nuclear power is a slow-moving industry with especially slow-moving
regulators. Al has just begun to demonstrate its value in operating nuclear power plants. Whether Al
can ease or speed deployment of additional nuclear reactors remains unclear.

This chapter explores how Al could add value in the nuclear power sector. The chapter explores Al
applications in operating reactors, advanced reactor design, nuclear waste management and the
nuclear regulatory process, discusses barriers and risks and offers nine recommendations.

Al can help improve operations in a number of ways at nuclear reactors that are already operating.
The US Department of Energy’s (DOE’s) Idaho National Laboratory has suggested that Al can support
nuclear power in the following ways:

“Detecting process anomalies in a nuclear power plant before they develop into significant
events

Automating paperwork activities of nuclear power plant operators by applying natural
language processing methods to documents that are generated daily

Applying classical and machine learning (ML)-based image processing to automate manual and
visual tasks in a plant

Creating risk-informed predictive maintenance strategies for nuclear power plants that are
based on predictive models developed to monitor an identified plant asset

Developing intelligent operator aids to enhance the operator’s ability to monitor nuclear plant
systems and components

Preventing and managing corrosion

Creating virtual operators to run simulations so reviewers can identify human factors that
affect performance”?©

The US Electric Power Research Institute has observed growth in the deployment of sensors and
other instruments at nuclear power plants. These tools provide a vast amount of information about a
nuclear power plant’s operational status. This growth of information about operational performance
provides an opportunity to use Al tools to increase reliability and efficiency.!
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i. Fuel management

One consulting firm (Blue Wave) has been using Al since 2016 to reduce the number of fuel
assemblies needing premature replacement at boiling water reactors (BWRs). The firm also uses Al
to help find sensors whose out-of-calibration readings could have led to shutdowns or reduced
energy production.?13

The design of BWR cores is complex due to uneven water density between the top and bottom
(more of the water is steam near the top). Al may be better than humans at specifying optimum
distribution of the more fissile type of uranium within the core, allowing full power operation until a
refueling outage and ensuring the fuel is completely used up at the time of scheduled refueling.13

Al can avoid another problem: having to
replace a fuel bundle early because the bundle
does not have enough energy potential left to
last until the next scheduled refueling.
Replacing assemblies early increases the
volume of nuclear waste. Blue Wave says it
has saved 110 assemblies across the 16 units
that use its software. (BWRs have between
300 and 800 fuel assemblies.)

Figure 10-2. Boiling water reactor fuel bundle.?

ii. Sensor and camera readings

Al can also optimize reactor operations by analyzing sensor readings. In one instance, a utility
reported that its reactor was producing more and more steam and was projected to exceed its
licensed limit within days. The utility proposed to insert control rods to reduce energy output.
Instead, using a digital model and Al tools, Blue Wave concluded that of the 172 sensors that
measured power in different spots in the core, 7 were giving inaccurate readings. (In-core sensors in
a BWR have limited lifetimes.) Turning off the inaccurate sensors allowed the utility to calculate that
it was operating well within its thermal limits, and the plant avoided losing production.’3

Blue Wave sees other potential uses for Al:

= Nuclear plants make extensive use of security cameras, but human beings do not always notice
what the cameras capture

= Al does not get bored and could categorize everything on the screen, sorting the images as
normal or not normal and flagging the ones that need human attention

Likewise, plants use remotely controlled cameras to scrutinize reactor vessels and other
components. Al could be taught to look for images on screen that merit follow-up and flag them for
human operators. Both these examples are machine assistance to human decision-makers, and as
such, proponents say they may avoid triggering NRC licensing requirements.'34 This is important
because reactor owners are reluctant to make any changes that force them to go to regulators for
license amendments or other rulings. In the United States, changes that require NRC approval can
take a year or more and cost a licensee thousands of dollars in NRC review fees.
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iii. Operator tasks and robotics

Other companies have been developing Al tools for use at nuclear power plants. NuclearN™ provides
products to automate the tasks and challenges operators typically face. The idea of automating
nuclear operations and maintenance dates back to the 1980s.® Some labeled the “lack of
intelligence” the Achilles heel of nuclear robotic technology. But today, Al is driving configuration and
operation in robotics in sectors ranging from automobile manufacturing to household vacuum
cleaners and from medical surgical equipment to aerial drones used in agriculture and defense. Al
can enhance the functionality, versatility and precision of robots. Al-powered robots can have
advanced software, computer vision and decision-making capabilities that allow them to operate
more autonomously and effectively than those not powered by Al. In some nuclear facilities, Al-
controlled unmanned platforms (e.g., quadrupeds, such as SPOT) are already at work.

These developments are gradually being
ported to the nuclear sector, with a focus
on robotics first and software second. The
United Kingdom’s Research and Innovation
agency sponsored a five-year research
program at this interface.'® The European
Union’s Robotics for Inspection and
Maintenance project focused on nuclear
facilities.’® The Organization for Economic
Cooperation and Development’s Nuclear
Energy Agency has an ongoing initiative
focused around decommissioning,?® while
recent nuclear robotics deployments in Figure 10-3. Nuclear power plant control panel
Japan have been well documented.?!

These initiatives and deployments encourage research into the modifications needed to adapt these
technologies to nuclear requirements. Some examples of research at this interface include:

= A semi-autonomous pipe-cutting robot in radiological environments??
= The role of Al in remote glovebox operations in nuclear settings?3

= Al for nuclear decommissioning projects?*

iv. Corrosion

Material corrosion is one of the nuclear industry’s great challenges. Annual costs from corrosion-
related aging and degradation due to radiation exposure are significant, even for advanced metals
(e.g., Zircaloy). The risks and challenges with corrosion have increased as reactors’ licenses are
extended, demanding longer and better performance from plants and operating systems. Al could
help extend the lifetimes of reactors already operating and improve operations in reactors now being
designed, saving operators cost and reducing maintenance outages (planned and unplanned).
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Materials discovery presents a terrific opportunity for Al-driven improvements in nuclear power, as
in other fields. (Chapter 13 of this Roadmap discusses this opportunity in depth.) This is particularly
true with respect to advanced alloys used in pressure vessels, specialty welding and reactor
claddings, which can be damaged by direct radiation exposure and interaction with advanced
coolants (e.g., molten salts). Discovery of new alloys or optimal production of existing alloys could
deliver significant improvements and would likely have applications to both reactor design and waste
storage systems.

The same is true for Al applications in process and control systems. For example, using operational
data from sensors and controls, Al could help detect corrosion earlier and improve maintenance
cycles. (Chapter 5 presents similar applications of Al within the manufacturing industry.)

v. Life extensions

In many countries, nuclear power plants face challenges due to declining prices of electricity in
wholesale markets, driven by technical improvements in competing sources of energy and subsidies
for them. Al can help reactors meet this financial challenge by cutting the cost of producing
electricity in a nuclear plant, by improving fuel utilization (using less and wasting less), reducing
unnecessary shutdowns and making it more feasible to extend the life of a reactor.

Indeed at nuclear reactors that are
currently operating, Al can help analyze
the potential for life extension. For
example, Al can help measure the extent
of radiation damage to concrete—a
prerequisite for life extension. The
aggregates used in concrete often include
quartz, and when quartz is hit by a
neutron, its structure is damaged.
Technicians can use a technology called x-
ray computed tomography to look deep
inside concrete structures and see the
extent of damage. However, the images
are low contrast, and the work is so
tedious that the accuracy of a human
analyst interpreting the images may not
be high enough. Researchers at DOE’s
Figure 10-4. Al can manage nuclear processes efficiently. Oak Ridge National Laboratory have used
Al to scan the images more accurately.®
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ARTIFICIAL INTELLIGENCE (Al) CAN SAVE
NUCLEAR FUEL

As discussed above, when operators of a US boiling water reactor (BWR) saw that sensors indicated
power levels were rising beyond license limits, they thought they would have to change rod patterns
within a few days to reduce energy production. However, they used Al to determine that 7 of the 92
sensors were giving inaccurate readings and that excluding them from analysis of the core would
improve accuracy. They kept power at 100 percent, just below the license limit.

Engineers’ initial analyses of the cores of several reactors showed that they would have to replace 104
assemblies after just 2 cycles, rather than the standard 3, but Al analysis of just how many megawatt-
hours of energy each fuel assembly in a BWR had actually produced allowed operators to leave them in
place for a third 2-year cycle. This reduced their costs and the volume of nuclear waste.

B. Advanced reactor design

Al can assist in designing advanced nuclear reactors.?®

i. Thorium-Fueled Fission Reactors

Thorium is a radioactive element whose main isotope, Th-232, is four times more abundant than
most uranium and about four hundred times more abundant that U-235 (used in nuclear fuel). The
current favored design for thorium-fueled reactors is a molten salt-cooled reactor, in which the
thorium fuel would be mixed directly with the molten salt coolant.?” The design does not use cooling
water, a distinct environmental advantage, and is believed to have a smaller risk of core damage
compared to water-based nuclear reactors. Other advantages include low risk of weaponization or
proliferation, high efficiency, high-temperature heat generation and reduced production of waste.?®
China has built a thorium reactor, and other nations are considering it as well.?®

Al could potentially contribute positively to many aspects of thorium reactors. Al could optimize fuel,
coolant and reactor design against multiple objectives (cost, safety, performance). Digital twins could
serve to further improve thorium reactor designs and to identify potential operational challenges and
faults.

ii. Traveling Wave Reactors

In traveling wave reactors, a small quantity of enriched uranium or plutonium triggers a chain
reaction, which showers a larger volume of natural and depleted uranium (which are abundant) with
neutrons. These neutrons convert the uranium to plutonium, which is a reactor fuel.?83% Designs vary
between static fuel systems, in which the reaction wave moves through stationary fuel arrays, and
standing wave designs, in which the reaction front is maintained in place by moving the fuel.

Given the early status of design and operation, an enormous number of potential Al applications
could serve to test and improve traveling wave reactors. First, Al could help determine how to blend
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and configure the fissile trigger. It could help assess the potential for adding wastes from nuclear
weapons or medical isotopes. As with thorium reactors, it could help design better, cheaper, safer
reactors. And it could help anticipate novel challenges and risks from extended operation of traveling
wave reactors, including potential environmental and commercial challenges.

iii. Sodium-cooled fast reactor

Sodium-cooled fast reactors (SFRs) are advanced nuclear reactors that use liquid sodium as a
coolant, allowing for higher operating temperatures and lower pressures compared to water-cooled
reactors. SFR technology has been demonstrated in several countries, but deployment remains
limited, with only a handful of SFRs reactors currently operating. Their “fast” neutrons have more
energy, so they can split more kinds of atoms as fuel.3!

Terrapower, a US company developing an SFR design, is using Al to optimize the placement and
enrichment level of fuel elements.3? Al may also be used to find weak spots in the design before
construction by running multiple operating scenarios in a quick fashion.

iv. Graphite Gas-Cooled Reactors

Nuclear engineers from the University of Tennessee, Oak Ridge National Laboratory and UltraSafe
Nuclear Corporation have optimized the design for a graphite-moderated, gas-cooled reactor with a
core manufactured via 3-D printing. Use of 3-D printing has liberated designers from uniformly
shaped components. The technique, also called additive manufacturing, allows fabrication of cooling
channels of varying radius—even variable radius over its length—and the channel’s path through the
graphite does not have to be straight. Their design is for a 3-megawatt core, measuring 1 meter high
and 80 centimeters in diameter. Its size gave rise to the informal name, “the trash can reactor.” At
the moment, this design is conceptual under DOE’s Transformational Challenge Reactor program.

In developing their “trash can reactor,” researchers at the University of Tennessee used Al to help
optimize their design. “A human can do it, but it’s difficult for the human to do it precisely,” said
Vladimir Sobes, assistant professor of nuclear engineering at the University of Tennessee, Knoxville
and lead author of a paper describing the process. “The human gets the intuition very well in terms
of directionality, but not in terms of precise numbers.” In their case, the Al program applied
computational fluid dynamics techniques to 750 designs to find the best configuration.3

v. Networking fleets of new reactors

Part of making nuclear power cost-competitive is getting economies of scale in reactor operations—
not just construction—and making best use of human resources across a fleet. Today, nuclear power
plants differ enough from each other that each needs its own engineering and maintenance.

Maintenance is conducted mostly based on the condition of components, as observed by local staff.
But a family of new reactors could pool their data, and some engineering and maintenance functions
could be centralized. Utilities that operate fleets of reactors have already centralized their
engineering and maintenance to improve efficiency, but Al may allow additional centralization.

X-energy, for example, is developing a gas-cooled, graphite-moderated small reactor, which it
intends to deploy in four-packs. However, all the four-packs will be wired together, and Al at a
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regional plant support center will analyze their pooled data.3* This arrangement should permit
predictive maintenance based on data gathered from components, including temperature, vibration
and similar parameters, which will indicate whether to increase or decrease the maintenance
interval. This approach contrasts with the legacy approach of refurbishing solely based on time
intervals or equipment cycles.

The system can also optimize the supply chain, determining what parts need to be kept in inventory
and how fast they will be consumed. Humans will still be in the loop, according to the company, and
it does not plan to use Al in the moment-to-moment operation of the plants.?

Can Al help make fusion energy practical? The date predicted for that milestone is has always been
floating a few years in the future, and the pathway is still unclear. There is, however, some early work in
applying Al to this challenge.

Researchers at the Princeton Plasma Physics Laboratory have used Al to attack a central problem of
magnetic fusion, which is to keep the plasma field together, a prerequisite for maintaining the terrific
temperatures and pressures needed to fuse atoms. Al has analyzed previous experimental work in
making plasma fields in a tokamak and can now predict one type of instability that causes plasma fields
to break down, called tearing mode instabilities. Al can give notice of 300 milliseconds, which is short
(about three times the duration of a blink of an eye), but potentially long enough for a computer-
controlled system to make adjustments to prevent the tearing. Researchers have used Al to change the
shape of the plasma and the strength of the beams that add power to it. Thus far, they have applied Al
to one type of instability at one tokamak, which uses a magnetic field to keep the plasma together, so
the work is still preliminary.3®

Al has also been used to help with another approach to fusion —inertial confinement. Engineers at
Lawrence Livermore National Laboratory used Al to study hundreds of thousands of computer
simulations to improve the way the fuel is confined.3” Lawrence Livermore sustained a fusion reaction in
December 2022 that produced more energy than was used to create the event.

One of the most vexing and persistent concerns about nuclear energy is the back end of the fuel
cycle: waste management. Although nuclear waste is safely managed today through a variety of
approaches, public concerns persist regarding safe handling and disposal of waste fuel and nuclear
residues. Advances in Al can potentially improve the end of the nuclear fuel cycle

a NRC Chairman, Christopher T. Hanson, reiterated in testimony before a House Energy & Commerce
subcommittee on July 23 that his agency’s position is that humans must remain in the loop.3
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ICEF Al for Climate Change Mitigation Roadmap 2.0

i. Dry Cask Storage

Most operating plants around the world have on-site interim storage of spent fuel rods in specially
designed and operated pools. When pools become full, the rods are most commonly placed into dry
casks, comprising a metal sheath and concrete. The dry casks are designed to hold fuel rods
indefinitely, with most common dry-cask performance estimates of ~100 years of storage, with some
estimates of 1800 years.38 Dry casks are commonly stored above ground and can be shipped safely.

Al has the potential to improve the design and performance of dry cask storage. In part, this is due to
the long history and sustained study and monitoring of the casks, which produced data that might
serve as Al training data sets. For example, Al has helped better identify damage and functional
anomalies, and is a central component of systems for automatic damage detection.*° Al tools could
also optimize storage system components in terms of pressure, temperature, composition and
loadings; improve material design for storage cladding and casing alloys; and predict the
performance of existing systems. 4142

Dual Purpose Storage Cask*

( Diameter: 98 in.
Cask Lid —\

Steel Cannister
0.5in.

Bundles of used <
fuel assemblies =

Concrete Wall
26.75in.

’ R

(Holtec International
Cvvind e Stasoa e HI-STORM 100)
Typical Payload: 24 PWR Bundies + Storege and Transportation

Figure 10-5. Dry casks for spent nuclear fuel. Left: Schematic diagram of a cask for storage and shipping and
description of the materials used in its construction. Right: Dry-cask storage containers in the field. Source: US NRC*

ii. “Conventional” Geological Repositories

The scientific consensus is that the long-term solution for containing and disposing of spent nuclear
fuel is dedicated geological repositories. According to the Nuclear Energy Association (NEA), “Deep
geological disposal is widely agreed to be the best solution for final disposal of the most radioactive
waste produced”.** Today, some long-lived waste from weapons production and maintenance is
buried at the Waste Isolation Pilot Plant (WIPP) facility in New Mexico,*>*® which has operated since
1999 and has received over 14,000 shipments of trans-uranic waste. The Onkalo facility in Finland,*’
the first facility dedicated to civilian high-level nuclear waste storage, could open as early as 2026
with the goal of 100,000-year containment.
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These facilities are highly complicated in design, site characterization, operation, fault detection,
monitoring (sensors and controls) and performance assurance. Al applications across these
disciplines could deliver improvements in materials, design and operational performance.*® Potential
improvements could include understanding mineralogical response,*® better corrosion resistance
and management (see below), improved fault detection, heat management, optimized loading of
storage cannisters®® and rapid assessment of environmental hazards. Al could also help find the most
promising locations for geological repositories.>® To better understand these potential opportunities,
the NEA convened a working group in 2023 to explore applications to radioactive waste storage,®?
with its report and recommendations anticipated in 2025.

iii. Alternative Waste Management Strategies

Finally, Al might help operators, managers and regulators consider novel approaches to nuclear
waste storage. One promising approach, deep borehole disposal (DBD), would place waste
containers into specially designed boreholes that are 5 km deep or more. Al has many potential
applications in this approach, including identifying promising borehole sites, optimizing container
design, or far-field detecting of disposal breaches.

Another potential approach involves separating certain radioactive isotopes in nuclear waste and
transmuting them into new elements that do not need to be isolated for so long (e.g., by bombarding
long-lived isotopes with neutrons to convert them to materials with shorter half-lives).>® Possible
benefits of processing and partitioning wastes followed by transmutation include recovering some
elements for re-use in fuels and reducing total waste volumes.>*°> Although promising,
transmutation is an immature technology that needs advanced technology.*®*” In considering
functional transmutation systems, some workers have already turned to Al and ML applications to
provide insight.>® Potential applications include optimizing energy and performance for isotope
separation and designing neutron beams and specialty materials for transmutation system
components.

D. Nuclear regulatory process

Regulators enforce the obligation of plant operators to ensure that power reactors remain safe. As
technology advances, the integration of Al into regulatory activities represents a promising avenue
for enhancing oversight and efficiency of enforcement. Al algorithms could be deployed to analyze
maintenance and performance data from nuclear power reactors, enabling more predictive decision-
making. For instance, Al-powered analytics could identify emerging safety trends or anomalies in
reactor performance, allowing regulators to prompt the licensees to take preemptive measures to
address issues before they escalate. Additionally, Al-driven automation could streamline regulatory
processes, such as inspections and licensing reviews, by focusing regulators on the most important
areas, optimizing resource allocation and accelerating assessment of compliance with safety
standards.

However, integrating Al into regulatory activities also presents challenges. Ensuring reliability and
transparency of Al algorithms used in regulatory decision-making will be paramount to maintaining
public trust and confidence in the regulatory process. Rigorous testing, validation and monitoring of
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Al systems will be necessary to mitigate the risk of biases, errors or unintended consequences.
Furthermore, regulatory bodies will need to develop robust frameworks and standards for ethical
and responsible use of Al, particularly concerning data privacy, security and accountability.
Collaborative efforts with industry stakeholders, research institutions and Al experts will be essential
for navigating these challenges and harnessing the full potential of Al to enhance nuclear safety and
regulatory oversight.

A few regulatory bodies have already started exploring and testing Al systems through hosting
workshops, engaging industry stakeholders, seeking public input and using “sandboxing” techniques.

Al sandboxing is an activity in a controlled environment where Al algorithms and new technologies
are tested, validated and refined virtually before deploying them in the real world. The primary
objective of Al sandboxing is to mitigate risks associated with adopting Al, such as algorithmic bias,
safety lapses and regulatory non-compliance, while also fostering innovation and collaboration
within the Al ecosystem.>®

Al sandboxing is not limited to nuclear power. In October 2023, President Biden issued an executive
order on the use of Al that called for “robust, reliable, repeatable and standardized evaluations of Al
systems.” The order requires the Secretary of Energy to establish a plan for developing Al testbeds
and to develop tools to evaluate Al’s “capabilities to generate outputs that may represent nuclear,
nonproliferation, biological, chemical, critical infrastructure and energy-security threats.”®°

Here are initiatives taken in several countries:

i. United States

The NRC’s work to understand Al developments in the US nuclear industry dates to at least 2021,
when the NRC issued a Federal Register notice to solicit comments from the industry about Al and
organized a series of workshops on data science and Al regulatory applications. This created a forum
for NRC, the nuclear industry and various stakeholders to discuss the state of knowledge on Al
applications in the nuclear industry.®!

In 2022, the NRC issued NUREG/CR-7274, “Exploring Advanced Computational Tools and Techniques
and Artificial Intelligence and Machine Learning in Operating Nuclear Power Plants,” which
documented the state of practice of Al applications in the nuclear industry. In the same year, the
NRC published the “Artificial Intelligence Strategic Plan” for fiscal years 2023—-2027. The Al Strategic
Plan established “the vision and goals for the NRC to cultivate an Al-proficient workforce, keep up
pace with Al technological innovations, and ensure the safe and secure use of Al in NRC-regulated
activities.”®? The Al Strategic Plan includes five goals®?:

1. Ensure NRC readiness for regulatory decision-making

Establish an organizational framework to review Al applications
Strengthen and expand Al partnerships

Cultivate an Al-proficient workforce

A N

Pursue use cases to build an Al foundation across the NRC®?
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There are some roles for Al that do not appear to raise safety implications. The NRC maintains the
Agency-wide Documents Access and Management System, known as ADAMS, that is notoriously hard
to use. In an age when other documents can be located by commercial search engines, ADAMS
remains mostly opaque because search engines like Google work by examining links between
documents, and ADAMS does not link documents.

But two companies have downloaded the entire ADAMS corpus and are using Al tools to make it
searchable. Microsoft has done this on behalf of TerraPower, which is building a reactor plus storage
project in Wyoming. And a startup called Atomic Canyon is seeking to make ADAMS searchable so
that companies preparing license applications can find useful precedents. Similar to other technical
fields like medicine and law, regulating nuclear energy is a specialized field with specialized
vocabulary. This adds a layer of challenge in making ADAMS searchable since general purpose large
language models (LLMs) may struggle with correctly interpreting and processing technical language,
such as that found in the 50 million documents in ADAMS. (See Chapter 11 for a discussion of LLMs.)

A more easily searchable ADAMS would help applicants for licenses find relevant precedents—and
solutions—for the technical issues they face.

A 2024 workshop report from Argonne National Laboratory identified three areas where Al could
assist nuclear power to make a larger contribution to addressing energy and environmental
challenges: (1) accelerating the licensing and regulatory process, (2) accelerating deployment and (3)
facilitating maintenance scheduling and autonomous operation. (Al control of robotic maintenance
or cleanup equipment seems more likely, though, than Al replacing control room operators.)
Regarding the analysis and licensing of new reactors, studies have looked at the potential for digital
engineering and digital twinning technologies (a nuclear digital twin is the virtual representation of a
nuclear power system) to be applied to reactor design and construction, which could help with the
economics of future reactors.

ii. United Kingdom

The United Kingdom's Office for Nuclear Regulation (ONR) is a leader in exploring the potential
benefits and challenges of Al in nuclear power. ONR and the UK Environment Agency have consulted
with a wide range of stakeholders on Al and are piloting an Al sandboxing initiative aimed at fostering
innovation and exploring the potential applications of Al in nuclear regulatory processes “in the
interest of safety, security and environmental protection.”®3(See ONR, 2023 at p. 5%4) In November
2022, the UK Department for Business, Energy and Industrial Strategy awarded ONR and the
Environment Agency a grant of £170,950 through the Regulators’ Pioneer Fund to deliver the
sandboxing pilot project (see ONR, 2023 at p. 5%%).

The ONR has been exploring regulatory sandboxing for Al, consulting with the UK Environment
Agency, the UK Civil Aviation Authority and others on topics including the use of Al-enabled robots in
constrained spaces (see ONR, 2023 at p. 9 and 11%%). Engagement sessions conducted during the
project have sparked increasing stakeholder interest in the sandboxing approach and Al integration.
Key findings include the necessity to clearly articulate Al benefits compared to traditional
technologies, the importance of understanding and managing Al-related risks and of phased
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deployment for confidence-building, and the need for a principles-based regulatory approach.
Stakeholders also highlighted challenges in substantiating Al reliability. They stressed the importance
of thorough hazard analysis for different Al deployment modes and identified three key areas for skill
and guidance development: access to Al expertise, operational experience and fostering a safety-
centric culture. Moreover, stakeholders underscored the complexity of human/system interaction in
Al deployment and advocated for disseminating guidance and good practices, focusing initially on
principles and case studies to aid stakeholders in navigating Al deployment and regulation (see ONR,
2023 at p. 6-7%4).

iii. Canada

The Canadian Nuclear Safety Commission (CNSC) has taken several steps with regards to Al. From
2019 to 2020 the CNSC established a working group to assess the implications of disruptive,
innovative and emerging Technologies (DIET) for its regulatory framework.%>%® In 2023, under the
DIET initiative, CNSC along with Candu Energy, Inc. released a report titled “A Study for the Canadian
Nuclear Safety Commission on Artificial Intelligence Applications and Implications for the Nuclear
Industry”(See CNSC, 2023 at p. 5%7). The report reviews current applications of Al in the nuclear
industry and regulatory efforts by the International Atomic Energy Agency (IAEA), US NRC and UK
ONR. The report assesses the regulatory framework of the CNSC, providing strategic
recommendations on how it can better support licensees in safely and effectively integrating Al
technologies ”(see CNSC, 2023 at p. 15%7) and analyzes Al applications in safety-centric industries,
including nuclear power, oil and gas, medicine, and aviation. The report highlights data integrity as

crucial to preventing Al failures, maintaining performance and meeting safety standards in these
industries (see CNSC, 2023 at p. 15%7).

Three areas have emerged as regulatory challenges for CSNC with respect to Al: reliability,
trustworthiness and security. The 2023 report provides recommendations to address all three (see
CNSC, 2023 at p. 48—49°7):

1. Prior to deployment, demonstrate that Al performance
meets established metrics. Implement use of Al in phases, with parallel human-in-the-loop
validation. Transition to fully autonomous operation once Al reliability is confirmed.
Implement real-time monitoring to continuously assess algorithm and data reliability.

2. Al engineers and technicians should collaborate with
standard-setting bodies to develop uniform practices and software evaluation
methodologies. Personnel should be educated continuously to stay updated with
technological advancements and regulatory requirements, ensuring safe and effective Al
integration in nuclear activities.

3. Develop algorithms in secure environments, conduct pre-implementation
evaluations for malicious code, continuously monitor model access and usage to prevent
manipulation, and enforce strict access controls to protect sensitive information.

The report by CNSC, the UK ONR and the US NRC published in September 2024 emphasizes the
importance of applying safety and security systems engineering principles when integrating Al into
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nuclear applications. Since current regulations do not specifically address Al, regulators require
nuclear licensees to identify applicable standards and potential gaps. A recommended strategy is to
utilize the simplest technologies alongside Al to reduce uncertainty and enhance safety. This includes
performing gap analyses to explore both Al-based and conventional risk mitigation strategies,
especially in scenarios where Al failures could have severe consequences. The report advocates for
robust recovery plans, risk management principles such as diversity and redundancy, and a
multilayered defense approach to avoid reliance on any single aspect of the Al system (see Lee et al.,
2024 at p. 6%).

The report stresses that human and organizational factors play a critical role in Al deployment within
nuclear operations. Clear definitions of human and Al roles are essential for human-machine
collaboration, as many Al systems are designed to augment rather than replace human decision-
making. Concerns regarding the "black box" nature of Al necessitate monitoring Al performance and
allowing for human intervention when needed (see Lee et al., 2024 at p. 9-10%). Ongoing training
programs and evaluations of safety culture are vital for ensuring that Al integration aligns with safety
priorities. Additionally, the report outlines high-level principles for managing the Al life-cycle,
highlighting the importance of iterative processes in design, development and deployment, while
stressing the need for continuous monitoring to address issues like data drift and model biases.
Finally, the report emphasizes the need for thorough documentation and innovative testing methods
for demonstrating the safety and reliability of Al (see Lee et al., 2024 at p. 15°%).

iv. Japan

The Japanese Nuclear Regulation Authority (NRA) has been using Al since 2019 for automated
transcription of meetings with industry representatives. The Al tools are used to help increase
transparency of NRA operations.®® The NRA is also expected to use Al tools to help process data
collected under an agreement with the IAEA regarding inspection procedures at Japanese research
reactors and other nuclear research and development (R&D) facilities (see Siserman-Gray et al, 2023
at p. 779). In response to a request from a member of the NRA, the NRA’s Technology Platform Group
conducted a survey on technological trends in the nuclear power sector, which was released in
March 2024.7%

The Japan Atomic Energy Agency and Nagoya University have developed Al tools to create radiation
maps from data collected by drones. These tools significantly improve accuracy and reduce analysis
time, helping map radiation in the Fukushima Daiichi Nuclear Power Plant evacuation zone.”?

The Japanese government is using Al to identify social media postings it believes to be incorrect
regarding the release of treated wastewater from the Fukushima nuclear power plant.”® The
Japanese government’s Al Strategy, released in 2022, highlights potential roles for Al in the power
sector but does not specifically mention nuclear power.”*

Several barriers limit the use of Al for nuclear power. In an industry that relies on a public confidence
in both the nuclear plants and the regulators, employing a technology susceptible to “hallucinations”
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could be counterproductive, even if experts were convinced that the technology was being used in
safe ways. A text-based system that urges a user to divorce his wife because she does not really love
him”® or includes glue in a pizza recipe’® could make members of the public who are already skeptical
or opposed to nuclear power even more so. Additional barriers include:

Development of Al technology in the nuclear sector is severely inhibited by lack of data in
digital format from power reactors. The data that do exist are mostly for non-power reactors
operated by national laboratories and other institutions.

Lack of domain awareness and expertise within the Al community also impedes development
of Al for nuclear power. With nuclear expertise strongly concentrated in a handful of highly
specialized institutions, it is challenging for non-experts to gain knowledge about nuclear
power, which limits scalable development of Al within this application area. Overall, interfacing
between the highly specialized nature of both Al and nuclear power requires significant
training and skills-development. Professional societies could ameliorate the problem by
providing educational opportunities and supporting development of best practices and
standards.

Nuclear power has, by far, the most stringent regulatory oversight in the energy sector. The
safety and security requirements of nuclear power are a high barrier for Al applications to
overcome, deterring Al development and deployment.

Current rules flatly forbid using Al in one place where advanced reactor developers say it could
be very useful: operating micro-reactors. The industry is moving toward reactors that put out
only a few megawatts, but these cannot be an economic success if they carry the full
complement of control room operators that big plants do today. In fact, they might be able to
run with no more than a local “monitor,” someone at the plant or on call, as some diesel
generators and gas turbines do. But this would require a new mindset at the NRC, which has
not given any public indication that it is moving in that direction. The current rule says only a
licensed operator can adjust the power level.”’

The nuclear sector has a conservative professional culture and late-adopter strategy when it
comes to new technologies such as Al, a technology subject to rapid change and
improvements

The use of Al for nuclear power creates a number of risks:

Al methods used as part of nuclear planning, simulation and other off-line activities that
involve close human scrutiny pose little or no additional risk over existing approaches.
Additional risk arises only if the “humans-in-the-loop” give too much or misplaced weight to
results derived from Al.

The primary risk of Al in nuclear operations pertains to on-line applications. If Al-based
analyses, predictions or optimizations are used in time-constrained “real-time” decision-

November 2024 Chapter 10: Nuclear Security - 10-16



making workflows, their reliability must be taken into account to minimize the risk of
catastrophic operational failure.

Al methods that adapt to real-time conditions require data networks that pipe data from
sensors to servers. If these networks are exposed to other networks or the internet broadly,
the application of Al can introduce a new set of cybersecurity risks. Nuclear operators and
regulators must clearly evaluate and mitigate these risks.

Al methods are traditionally tested against plentiful data, which enables rigorous evaluation of
their expected performance once deployed. Data scarcity within the nuclear sector raises a risk
of insufficient validation of Al methods prior to deployment. Prematurely deployed Al methods
may lead to insights, predictions and optimizations that are less effective than traditional
approaches. In real-time applications, prematurely deployed Al carries additional operational
safety and security risks.

The potential negative consequences of catastrophic operational failure at nuclear power
plants are very high. As a result, extreme caution is required by all parties, from regulators to
operators, in introducing any new technology, including Al, into nuclear power operations. For
example, the consequences of Al-induced hallucinations could be very large. In addition, Al-
operated control systems could present a new vector for cyberattacks with new vulnerabilities
to their specific design and function. Additional care is needed to harden such systems, and
additional points of intervention and override may be needed to avoid dangerous or poor
outcomes.

Deploying Al within nuclear operations and maintenance may eventually eliminate certain jobs
in the nuclear sector. While this is likely a net positive in terms of minimizing human health
and safety risk within nuclear operations, it may be perceived as an economic and political risk.
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1. Nuclear requlators should be open to Al playing a role in reactor design, safety analyses and

recommendations for operating procedures. The operative question is the quality of the work
product, not the identity of the designer. All designs, analyses and procedures, whatever their
origin, should be run through rigorous reviews. Additional oversight, checks and security
hardening may be part of this work.

2. Plant owners and requlators should assure that Al will be used only in advisory and alerting

roles. Nuclear plant operators should play the same role in a plant that uses Al as in a plant
that does not. The operator should not become like a car driver who plays video games while
driving; humans must remain in the loop, engaged and active, despite the routine work
performed by Al. Nuclear plant owners should look at the experience in aviation, power and
other relevant industries.

3. The civilian nuclear industry should scrutinize Al technologies funded by government dollars

through science R&D agencies for applicability to their operations.

4. Nuclear requlatory bodies should be preparing for license requests from microreactor

companies that include a role for Al in remote control.

5. Regulators should consider employing the UK ONR’s initiative to test different Al technologies
in a controlled environment to understand Al’s potential to enhance various aspects of
nuclear operation and regulation (“sandboxing”). Through sandboxing, requlators can test,
refine and evaluate the algorithms within the context of nuclear safety.

6. Government innovation agencies should integrate Al into their research, development and

demonstration (RD&D) plans. Key foci of innovation investments should include sustaining the
existing fleet, advanced reactors, and non-electric applications of nuclear energy

7. Plant owners should engage with the scientific community to provide access to high-quality
data that can drive Al development and deployment. Professional societies should support
development and dissemination of best practices in gathering, annotating, hosting and
sharing such data.

8. Professional societies should offer educational resources and training to attract the attention

of the Al community to the nuclear sector. These societies should also reach out to computer
science academic departments, professional computer science societies and government
agencies to encourage development of Al skills within the nuclear sector.

9. Nuclear requlatory agencies should hire staff with Al expertise to efficiently evaluate and

recommend adoption of high value-add Al applications in nuclear power.
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